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Abstract. In this paper,The Ed25519 digital
signature algorithm (Edwards curve digital
signature algorithm, or EdDDSA) is presented
in extremely optimized versions. Comparing
this approach to exiting digital signature
algorithms, it greatly reduces execution time
without compromising security. While
EdDSA is used in many popular protocols,
like SSH and TLS, there don't seem to be
many hardware implementations that
specialize in EADSA. Considering this, we
suggest two distinct field-programmable
gate  array  (FPGA)-based EJDSA
implementations, namely, effective, and
powerful Ed25519 designs suitable for a
security level equivalent to AES-128. By
lowering the needed space, our efficient
Ed25519 system achieves an improvement
over 84% over the best recent work.
Additionally, it has a speedup of more than
8x. Additionally, our suggested high-
performance architecture demonstrates a
21x speedup on a Xilinx Vivado FPGA,
processing over 6200 digital signature
algorithms  per second, indicating a
noteworthy gain in terms of utilized space x
time. Ultimately, our suggested solutions
incorporate side-channel countermeasures
that are both effective and better than those
of the past..

Keywords: Digital Signature Analaysis,
FPGA, Verilog HDL, Eds25519,AES-128.
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I.LINTRODUCTION

EDWARDS curve digital  signature
algorithm (EdDSA) developed by Bernstein
et al. [1] has gained prominent attention
among the existing digital signature
algorithms due to its fast operations without
affecting the required security. The
Ed25519, as the most popular instance of
EdDSA, is widely used as a digital signature
method to guarantee the validity of the
communications. On the other hand, the
elliptic curve digital signature algorithm
(ECDSA) is no longer suitable for
embedded devices due to its vulnerability
against side-channel analysis (SCA) attacks
[2], [3]. Hence, most HTTPS websites are
switching to Ed25519, suitable for higher
level security requirements, which address
some backdoor issues [4] in other ECDSA
constructions at the same time.

Although most current cryptosystems will
be broken by quantum computing based on
Shor’s algorithm [5], the transition to
postquantum cryptography (PQC) includes
an emerging field called hybrid systems [6],
requiring both classic and PQC [7]. Hence,
designing high security ECC-based digital
signature for different applications is crucial.
EJDSA is notable for high speed and
constant-time implementations and was
quickly implemented as a part of the TLS
and OpenSSH protocols [8]. Hence, it has to
be implemented in various platforms subject
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to the performance requirement of the target
application, such as constrained 10T devices.
However, EADSA has not got sufficient
study, especially in the field of hardware
implementation based on field-
programmable gate arrays (FPGAS).
Therefore, investigation of the hardware
implementation of this algorithm is required
considering the advantages of FPGA-based
designs to exploit parallelism, which leads
to improvements in the efficiency of the
overall system.

There are two main solutions to enable the
hardware-based digital signature algorithm
in the constrained 10T, including: 1)
HW/SW approach to cope with embedded
constraints and 2) pure HW method that
includes all in hardware instructions. The
HW/SW method makes the design smaller,
slower, and more
controllable/programmable  compared to
pure HW schemes. Although the pure HW
approach leads to better performance,
HW/SW can be a better choice for 10Ts
since it provides flexibility to switch
security levels based on performance targets.
In [9], the comparison of the CryptoCell API
over nRF52840 as an internal HW/SW
solution and the external cryptochip
ATECCG608A as a pure HW is thoroughly
studied. Furthermore, to address higher
security needs, new NIST and IETF
recommendations make Curve448 suitable
for higher level security requirements [10],
[11]. Hence, implementing HW/SW
architecture brings the required flexibility
among different security levels, while a
general architecture can be implemented in
HW and controlled by instruction set
processors such that the hardware remains
largely flexible, which is beyond the scope
of this work.

2.LITERATURE
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As one of the first FPGA-based works in
ECC-based digital signature, Glas et al. [12]
proposed architecture for 128-bit security to
integrate into a  vehicle-to-vehicle
communication system. Furthermore,
Panjwani [13] presented a scalable hardware
implementation in prime fields over NIST
recommended field sizes up to 521 bit,
employing hardware— software codesign
approach. The work of Vliegen et al. [14]
introduced a compact core over the NIST P-
256 curve resistant against simple power
analysis (SPA) attacks. Moreover, Zhang
and Bai [15] proposed a core with a security
level 128 bit over the SM2 curve.

Recently, a number of hardware
implementations have been introduced to

implement an elliptic curve point
multiplication (ECPM) core over
Curve25519. Sasdrich and Glneysu [16]
proposed the first Curve25519

implementation using a DSP-based single-
core architecture. This work has been
extended by adding side-channel
countermeasures in [17] and [18] to provide
an evaluation against common physical
attacks. In [19], fast and compact
implementations of ECPM were proposed.
This architecture employs a semisystolic bit-
serial multiplier and carry-compact addition
to provide a high-performance architecture.
The work of Koppermann et al. [20], [21]
presented a high-speed prime field
multiplier with a latency of 92 ps for a point
multiplication. In addition, in [22], a low-
latency ECPM was proposed employing a
pipelined arithmetic architecture on FPGA
and ASIC platforms. It should be noted that
FPGA implementations of Curve25519 in
the literature cannot be directly compared to
ours because the ECPM core in EdDSA
occupies more resources for implementing
hash core and module L reduction.
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Furthermore, it requires more time for a
point multiplication since this architecture is
reused for nonmodular multiplication and
module L reduction.

A non-DSP-based Ed25519 point
multiplication core was presented by
Mehrabi and Doche [23] using the double-
andadd algorithm. Hence, this architecture is
a nonconstant-time core vulnerable to SPA
attacks. Notably, the reported area does not
include all the required modules for
providing a digital signature, such as hash
function and modulus L reduction. We
explore that SHA-512 increases almost 25%
utilized area in Ed25519. Moreover, Turan
and Verbauwhede [24] proposed an
Ed25519 architecture combined with the
X25519 key exchange. This design targets
resource-constrained devices on a Zynq
SoC. Turan and Verbauwhede [24, Sec. 3.3]
claimed that the cost of computing using
restricted-X coordinates of a point on the
Montgomery curve is more than extended
coordinates on the twisted Edwards curve
due to the complexity of coordinate

UGC Care Group | Journal.
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conversion. Therefore, the core works over
the twisted Edwards curve. Besides,
although side channel countermeasures are
considered for the ECPM core, the authors
do not include a resistant SHA-512 core,
allowing wvulnerability against SCA, as
shown in [25].

Based on the discussions, the tradeoff
explorations between resource utilization
and performance to implement an efficient
Ed25519 implementation from different
optimization perspectives have not been
thoroughly studied. Particularly, designing a
unified architecture consisting of physical
protection against SCA in all submodules to
perform secure Kkey generation, signature
generation, and signature verification is
required. Besides, employing the fast and
efficient Karatsuba-based multiplier for
designing a highperformance Ed25519
architecture  should be investigated.
Eventually, the signature computation cost
over the Edwards domain compared to the
Montgomery domain for a highly parallel
design should be investigated.

Il. PROPOSED METHOD AND ITS METHODOLOGY

1L.EXISTING SYSTEM
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Highly parallel modular multiplier in the high-performance scheme.
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To design a high-performance Ed25519
scheme, we need to accelerate the scalar
multiplication procedure as the more time-
consuming part of the signature algorithm,
particularly its modular multiplication unit.
Hence, we design a low latency modular
multiplier followed by an interleaved
reduction. In this scheme, the full width of
255-bit is implemented to minimize data
transition latency and maximize
parallelization within the arithmetic logic
unit (ALU). Therefore, loading and storing
data take only one cycle to accelerate ALU
throughput.  Addition/subtraction between
two operands is performed in 255-bit data
width in one clock Moreover, the
interleaved reduction is performed at the
cost of one additional cycle in a pipeline
fashion.

2.PROPOSED SYSTEM

Schoolbook Muliiplication

UGC Care Group | Journal.
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Our modular arithmetic units for the
proposed high performance design are
illustrated in Fig. 1. In this scheme, a
255%255-bit multiplication is decomposed
to 81 16x16-bit multipliers in four
consecutive levels. All partial products work
in one cycle simultaneously. An addition
tree is designed in a backward direction to
merge the products and build the result. The
pipelined multiplier has five stages, of
which three are required for the
multiplication and the remaining ones for
the interleaved reduction in a pipeline
fashion. Hence, the full five cycles are taken
only for the first multiplication, and then, a
255x255-bit multiplication computation is
becoming available with a latency of only
one cycle.
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Fig2. Lower-level arithmetic operations in the proposed fully pipelined efficient Ed25519
scheme. ai and bi are read from memory unit, and ci or (cil, ci0) is stored to memory unit.
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Employing the Karatsuba multiplication in
the first level can be also used for
implementing the fast modular reduction to
optimize computations. This multiplication
includes two main stages: breaking inputs
and merging the results. Breaking stage
decomposes A to al, a0, and al + a0 (B is
decomposed similar to A), and the merging
stage computes addition between C2 = albl,
CO = a0b0, and C1 = (al+a0)-(b1+b0),
where ¢ = 2(256/2) = 2128 in the first level.
Due to the fact that 2 p = 2256 —38 mod p,
the merging stage in the first level of the
Karatsuba multiplication can be used for the
fast reduction such that C = A - B = (a12128
+a0) - (b12128 + b0) = alb12256 + a0Ob0 +
((al + a0) - (bl+b0)—albl—a0b0)2128 =
38C2+C0+(C1-C2—C0)2128.

Hence, the computed C can be presented in
387 bit. Thus, the first reduction stage
optimizes the obtained result width from 512
to 387 bit, which increases our expected
performance. Suppose that C is presented in
two parts: Cl and Ch , which are its first
255-bit and rest 132 bit such that C = Ch
2255 + Cl . Therefore, the subsequent
reduction stage is applied to C such that C =
19Ch + CI. In addition, C = C — p is
computed in the case of C > p, and the
output is chosen between C and C
considering subtraction borrow flag.

Fig. 2 shows the lower level arithmetic
operations for our proposed efficient
architecture. In this architecture, we
consider decreasing the required resources
as the main optimization objective, while the
area-time  factor is  simultaneously
improved. Furthermore, DSP components as
the critical resource in FPGA significantly
affect architecture performance. Therefore,
improvement of Ad x T metrics should be
considered as another vital factor to describe
efficiency, where Ad is the number of
employed DSPs. In this scheme, the data
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width of 128-bit is implemented within ALU
to decrease the CPD. However, in the
modular  reduction  unit,  redundant
representation providing more 8 bits, i.e.,
136-bit is implemented to avoid the cost of
carry propagation between digits. Moreover,
addition/subtraction between two operands,
i.e.,, C = A £ B, is performed in 128-bit data
width, which takes two clock cycles. Hence,
the carry is propagated between digits
employing a register. Furthermore, the
reduction stage performs C
= C + p at the cost of two additional cycles.
BothCand C
are stored in the memory unit, and the
correct result is determined by a flag
obtained from the previous carry/borrow.

1) Modular Multiplication: Modular
multiplication can be computed by
four 128 x 128-bit partial products,
i.e., a0b0, aObl, albO, and albl.
Operands can be read from memory
unit in a cycle to feed two input
registers. Then, four multiplications
are consecutively performed for

these  required products. For
example, aOb0 is computed by
a00b00, a00b01, a01b00, and

a01b01, where a0 = a01264 + a00
and b0 = b01264 + b0O0.

The centerpiece of the modular
multiplication unit is a 64x64
pipelined  schoolbook  multiplier
implemented by 16 DSPs. The
architecture  of our  proposed
multiplication core is illustrated in
Fig. 3. In order to accumulate the
partial products, a 256-bit register
and a 128-bit adder are designed.
Thus, the partial product is
accumulated with the upper half of
the register. Furthermore, according
to the sequence of multiplications,
i.e., start from a00b0O, then a00bO1,

2)
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a01b00, and eventually a01b01, the X 64-, 128 x 128-, and 255x%255-bit
register is shifted downward by 64 multiplications are becoming
bit before accumulating the second available with a throughput of one,
and fourth partial products. Thus, four, and 16 cycles, respectively.

when the pipeline stages are full, 64
I11. RESULTS AND ANALYSIS DISCUSSION
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Edwards curve digital signatures Ed25519
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advanced protection against side-channel
attacks. The proposed architectures achieve
above 84% efficiency improvement of the
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architecture and interleaved multiplication.
Our  high-performance and efficient
architectures compute more than 6200 and
2200 signings and 5100 and 1500
verifications per second, respectively. We
also show the design can outperform
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recently presented works using only
moderate resource requirements.
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