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Abstract— The advanced encryption standard (AES) SBox is
implemented using composite fields when side-channel resistance
and compactness are needed.Prior research has examined the
effective use of these SBoxes for application-specific integrated
circuit (ASIC) platforms. Field programmable gate arrays
(FPGAs) are one type of implementation; nevertheless, their
performance is inferior to that of ASICs because of their
significantly different structure. We revisit com-positefield
AESSBox solutions for FPGASs in this letter.We demonstrate how
improvements and design decisions can be made to better fit the
granular look-up tables seen in contemporary FPGAs.We
examine 2880 SBox structures and demonstrate that around half
of them outperform the most advanced composite field
implementation. The state-of-the-art FPGA implementation is
18% larger than our best SBox implementation.

IndexTerms—
Advancedencryptionstandard(AES)SBox,compositefields,fieldpr
ogrammablegatearray(FPGA).

I.INTRODUCTION

HE BIGGEST challenge in designing compact imple-
mentationsof advancedencryption standard (AES)is
in realizing the SBox. For a given input, a, the AES

SBoxcomputes the inverse element (a—1) in the field GF(28)
andthen performs an affine transformation. The SBox is
typicallyimplementedeitherbylookuptablesorbyusingcompos-
itefields.Lookuptable-basedimplementations*lookup”the

SBox output for the given input. Composite field implemen-
tations perform the SBox operation using a composite field
ofthe form GF((2™)), where mx k= 8. For application spe-
cific integrated circuit (ASIC) nplatforms, it is well
establishedthat the composite field approach leads to more
compact AESSBox realizations. Considerable efforts have
gone into find-ing the ideal composite field that would produce
the smallestSBox. Canright [5], for instance, evaluated a large
number ofcomposite fields to identify the most suitable one.
The com-
positefieldsthatCanrightfoundrequire180equivalentNAND
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Unlike ASICs where logic gates can be as small as having2-
inputs, field programmable gate arrays (FPGASs) use look-
uptables (LUTs), which are of much larger granularity. A
single6-input LUT, which is the smallest programmable
element inmany modern FPGAs, can implement Boolean
functions com-prising of six variables. Thus, an optimal design
for an
ASICplatformmaynotbethebestchoiceforanFPG A.Forinstance,
theBoyarandPeraltaSBoximplementation[2],whichistunedfor
an ASIC platform, utilizes 85 LUTs on a Xilinx Artix 7FPGA
when synthesized with the Xilinx Vivado 2017.4.
ThisismorethandoublethenumberofLUTsrequiredbyourSBox
implementation on the same FPGA. This motivates
theexploration of optimal AES SBox implementations for
FPGAplatforms.

InanFPG Awith6-inputLUTs,alookuptable-basedimple-
mentation of an SBox takes just 32 LUTs, while Canright’sbest
composite field-based SBox occupies 48 LUTs [3].
Thus,forFPGAs,alookuptableapproachforthe AESSBoxleads to

more compact implementations of AES compared
tocompositefield-basedimplementations.
Many applications of AES require side-channel

protection.Many new side-channel countermeasures, such as
masking [4]and threshold implementations [1],[7] are more
efficientlyrealizable with composite field-based SBox
implementations. Thus, the composite field-based
implementations is often thepreferred choice for FPGA
platforms despite needing a largernumberofLUTSs.
Inthisletter,werevisitcompositefieldimplementationsofAES

SBoxesinthehopeoffindingimplementationsthatarecompactfor
FPGAplatforms.Weexploreover2800AES SBox constructions

using composite fields of the
formGF((24)?).WearguethatthesefieldsaremoresuitedforFPGA
platforms compared to composite fields of the

formGF(((22)?)?),whichCanrighthadevaluatedforASICs[5].Eac
h of the SBox constructions we evaluate is optimized tobest
utilize the FPGA resources. We were able to identify sev-
eral AESSBoximplementationsthatarebetterthanCanright’simpl
ementation.Ourbestresultsrequire396-inputLUTs;9 LUTs
fewer than Canright’s best SBox implementation. Ourbest
inverse SBox requires 40 LUTs; 8 fewer than
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Canright’sbestinverseSBoximplementation.
The organization of this letter is as follows. Section Il pro-

finitefields,andFPGAarchitecture.Sectionllldiscussescom-
posite field implementation aspects of the AES SBox,
whileSection IV has the results of our findings. Section V
discussesthe use of composite fields in threshold
implementations. Thefinalsectionconcludesthisletter.

Il. BACKGROUND
Inthissection,weprovideabackgroundofcompositefieldsandat
ypicalFPGAarchitecture.

A.AESSbox

The input to the AES SBox is an element a in the
fieldGF(28),whichisdefinedovertheirreduciblepolynomialR(x)
X343 1[B]. Theoutpytisdefinedbythefollowingequation:

Ma-1+Nifa/=0
SBox(a) = N =0, (1)

wherea-listhemultiplicativeinverseofa,N GF(28,Mis an 88

binary x matrix. ~ The inverse = AES  SBox is
similarlydefinedasfollows:
= 1 1
invSBox(b) {'V' (b+N)}™ ifb/=N @

ifbo=N.

TheGF(28) inverseoperationneededtobecomputedinboth the
forward and inverse AES SBox is the most compu-tationally
intensive and often implemented using
compositefields,whichwewillnextintroduce.

B.CompositeFields

A composite field, represented by GF((2™)¥), is a finite
fieldwhere the elements are polynomials with degree k that
havecoefficients in GF(2™). This composite field is isomorphic
tothe GF(2"), where n_m kyTo construct such a compositefield
would require two monic irreducible polynomials P(y)and Q(z).
The polynomial P(y) is of degree k with
coefficientsinGF(2™),whileQ(z)
isofdegreemwithcoefficientsinGF(2).

For the AES field in GF(2%, the complex inverse
operationrequired by SBox (1) can be computed more
efficiently
usinganisomorphicfieldoftheformGF((2™)*)asfollows:

wheregisamapfromG F(ZgﬁotﬁecomposnefleIdand

@~listheinversemap[8]. Themapspand¢—arelin-ear operations
and can be interpreted as matrices. In  the

lefthandsideoftheaboveequation,theinverseterma-tiscom-
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videsthenecessarybackgroundonthe AESSBox,composite

polynomials P(y) and Q(z). In this letter we evaluate
variouschoices for these irreducible polynomials to identify the
bestpolynomialsforFPGAplatforms.

C.FPGAArchitecture

TheLUTisthesmallestprogrammableelementinanFPGA. A
typical 6:1  LUT, present in  most modern
XilinxFPGAs,allowstheusertodefineany6-
inputBooleanfunction.The large granularity of LUTs provides
several optimizationopportunities. For instance, consider the
hardware implemen-tationsofthefollowingBooleanfunctions:

f:x=apa1+araz+asasand
g:y=(ao+a1)(az+as)as+azas. 3

Inastandardlibrarythatsupportstwo-inputgates, functionf
requiresatotaloffivegates(20Rand3AND),whilefunctiong

is larger requiring six gates (3 OR and 3 AND). In an FPGA onthe
other hand, since both functions have six or fewer

inputs,eachrequiresexactlyone6-inputLUTtorealize. Thus,we
seethatcircuitsaremappeddifferentlyinanFPGAcompared’

toanASIC.
Internally,each6-inputLUTcomprisesofa64-bitstorage

that holds the output of the 2° possible input
combinations.Thus, function g, which has only five inputs
utilizes half
(2°bits)ofthestorageintheL UTcomparedtofunctionf,whichhas  six
inputs and fully utilizes the LUT. To reduce
LUTunderutilization, modern FPGAs, in fact, have the 64-bit
stor-age split into two 32-bit components and a multiplexer at
theoutput [9]. One of such LUTs can either implement a single
6-input Boolean function or two 5-input Boolean functions
thathavethesameparameters.

I1l. IMPLEMENTATIONOFTHEAES SBOX

In this section, we will discuss the composite field
theorybehindtheconstructionofthe AESSBox.

A. CompositeFieldsfortheAESSBox

For the AES SBox, two forms of composite fields are
oftenused in implementations: GF((24)?) and GF(((2%)?)?). In

theformercase,eachelementhastheforma.y+az,where
€
a1,a,GF(24).Computing anSBoxoperationwouldrequire

mappingtheinputfromGF(28)toGF((2*)?),performingoperations
inGF(2%) andmappingtheresultbackintothe AESfield.
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theinverseoperationin(2)iscomputedasfollows:

{M-1(b+N)} = H{(@M1)(b+N)} .

To construct a mapping (¢) between the GF(2") field and
acompositefieldinGF((2™)%),wefirstmap0inGF(2™)to0in
GF((2™%. For the remaining elements, we pick a
generatorg:fromthecompositefieldandmapittoageneratorgyinth
efieldGF(2"). Thenwemaptheelementg'tog'foralli

. 1 2
(1<i <255).

Arithmeticoperationsinthecompositefieldalongwith
pandg-'dependheavilyonthechoiceoftheirreducible
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Fig.1.HighlevelviewofanAESSBoximplementedwithcompositefields.

GF(2%) multiplication can also be performed in the
compositefield GF((2%)?). The best GF((2%)%) multiplier
considering allpossibilities requires eleven 6-input LUTS,
which is four morethan doing the multiplication in GF(2%).
Similar results areobtained for computing the inverse
operations in GF(2*) ascomparedtoGF((22)?).

Fortherestofthisletter,we,therefore,considercompos-ite
fields of the form GF((2%? defined by two
irreduciblepolynomialsP(y)andQ(z). ThepolynomialP(y)hasthe
form y?ry. v with coefficients 7, v GE(2%). Similarly,Q(z)
24032%qe2%q121q0andhascoeffigientsinG F(2). Thereareonlythreep
ossibilitiesforQ(z)namelyz*z  1,z*z® 1,and z*z%2%z 1. Now,
foreagh choicerof Q(z), we need tg find4a P(y) that is
irreducibleinthecompositefieldGF((2*)?).Noticethatsincerandv
are in GF(2%) therefore each can take 16 values.
Therefore,thereare256possibilitiesforP(y),ofwhichwefound120
to be irreducible. Thus, each Q(z) has a distinct set of
120possibilities for each P(y), giving a total of
3120360differentcompositefields. X

For every choice of P(y) and Q(z) there are elght
distinctmappingsbetweenthefields. Thus,thereareatotalof8  «
3602880 different mappings. These maps are stored as sim-
plelinearoperationsbetweentheinputbitsandtheoutputbits.

B. High-LevelViewofImplementation

Fig.1showsthehigh-levelviewoftheSBox. Theinputa, in the
AES field is first mapped to the composite

fieldGFE((292).Thel lepol ial
RSB Rl
whereyiandyoareinGF(24). N

o+

SBoxesimplementedintheGF  (((22)?)?) fieldfollowasim-

ilar approach. However, the GF(2%) operations are done
inanotherisomorphiccompositefieldnamelyGF((22)?). Theinner
composite field [i.e., GF(2?)] performs arithmetic oper-
ationsontwo-bitnumbers.InASICplatforms,wherecelllibraries

support a variety of two-input gates, this field
wouldresultinveryefficientdesigns.ForanFPGAontheotherhand
with much larger LUTSs, the two-bit operations do not
provideanyspecialadvantages.Asanexample,considerthemulti-

plicationoperationinGF(24)withtheirreduciblepolynomial
x*x+-1. Ina 6-input LUT-basedFPGA, this operation,usinga
combinational multiplier, occupies seven 6-input LUTS. The

Fig. 2.Finding 61 and &p—The second step in Fig. 1. Each of these
modulesisoptimizedforLUT-basedFPGAplatforms.

mapping theoretically would take 8 or more 6-input LUTS; at-
least one LUT for each output bit. However, for an
optimallychosen composite field, much fewer LUTs are
required. Forour best composite map, each linear equation is a
function ofabout five input parameters. We find that this
mapping takesfive 6-input LUTs, fewer than expected. This
becomes possi-blebecausetheFPGAsynthesistoolconfiguresa6-
inputLUTastwo5-inputLUTS[9].

Computing the inverse using composite fields requires
theimplementation of & and &1, which is defined by (4). In
anFPGA, the typical way to implement these circuits is by
repre-senting each output bit as a function of the input bits.
Further,due to the large granularity of the LUTs, multiple of
theseoperations can be compressed into a single LUT. Our
schemeis shown in Fig. 2. The mogule y %takes a 4-bit input
andgeneratesa4-bitoutput.OnanFPGA thiswouldrequirejust
two 6-input LUTSs, with each LUT configured as 5-input2-
output.Further,noticethatin(4),sincevisconstantforagivenimple
mentation,themoduley 2vcanbesimilarly cqmpressed into two 6-
input LUTs. Likewise, since Tis
aconstant,themoduley: yoTrequiresthesameresourcesasa

The inverse of gGF((2%)?) is next computed. Let theinverse be
denoted d &1y &0 and irreducible polynomialP(y) have the



form vy Ty v, where 0&;, &, and 1 are
iINGF(2%).Itisnotdifficulttorepresentd;anddointermsof
yiandyousingthefactthatgxd=1[5]
O1=(Y*v+y1yoT+yd) "y
1 0
So=(y*v+yiyoT+y?) " (o+ V). @

Notice that all the operations here are in the inner field
GF(2%thatisdefinedovertheirreduciblepolynomial Q(z). Thecho
ice of this polynomial plays a role in how efficiently
thefinitefieldoperationsareperformed.
Wenextusetheinversemapg—'totransformdinGF((24)?)

toa-tinGF(28).Thisisfollowedbythe AESSBoxaffinetransforma
tionasshowninFig.1.

C. ImplementationandOptimizationofOperations

The mapping function ¢ from the AES field to the com-
positefieldcanberepresentedbyeightlinearequations.This
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Fig. 3. Cumulative histograms of LUTs required for AES forward
andinverseSBoximplementationswithdifferentcompositefields. Canright’sSBo
x implementation [5] synthesized for the same FPGA platform is alsoshown.

TABLEI
CoMPOSITEFIELDS THATPROVIDEBESTSBOX
IMPLEMENTATIONS.BOTHREQUIRE72MWANDHAVEAMAXIMUMSLA
CKOF29ns

SBox Q7)) #LUTS
Forward 16 31 39
Inverse

Fiy) g1 g2

SBoximplementations,atvariousfrequencies.Wefoundmultiple
goodimplementationswhichprovidedequivalentresults. Tablels
howsonesuchimplementation.*

The state-of-the-art SBox that uses Canright’s implemen-
tations requires 48 LUTs for both the forward and
inverseSBoxes[5]whenimplemented inVerilog.AsseeninFig. 3
there are over 1500 SBox implementations better
thanCanright’s. We obtain this advantage because Canright
usedcomposite fields of the form GF(((2%)?)?), which are
ideallysuitedfor2-
inputgatestypicallyfoundinASICs[5].However,these
architectures are not suited for FPGAs with LUTs. Onthe other

single GF(2*) multiplier. The multiplication with 7 comes
forfree.OneofourtwobestSBoximplementations,infact,usesr2
on FPGA. However, in ASICs, an additional multiplierwould
be needed, which would add to the costs. To avoid
thismultiplication,Canrighthadkept r15].

We can further optimize the affine and inverse
mappings.Boththeseoperationsarelinearandthereforecanbecom

bined.Thatis, in(l%,wecomput_quo*l(d) +N,whereMand
Ndenotetheaffinetransformationandg-"tistheinversemap.

SincewealsoknowM,N,and @1, wecan findthe equations
which relate the bits of the SBox output to the input bits in
d.Since the SBox output is in GF(28) there are eight such equa-
tions, each having at most eight parameters corresponding tothe
bits in d. We observed that the best SBox
implementationshas4L UTssimilartotheforwardmappingfunctio
n.

IV. RESULTS

Each option for the forward and inverse AES SBox
wasimplementedinVerilog,synthesizedusingXilinxVivado201
7.1 for an Artix-7 FPGA. Fig. 3 shows the cumulative his-
togramsforLUTsrequiredbythe2880forwardandinverse

hand, our implementations are based on
GF((2%%),whicharebettersuitedforFPGAs.
To identify where the gains were obtained, we

synthesizedeach module of our best SBox independently and
compared itwith the corresponding modules from Canright’s
SBox imple-
mentation.WeobservethatmanyofthemodulesrequirefewerLUTs
compared to Canright’s. One aspect that works in ourfavor is
that many of our GF(2*) functions have five or fewerparameters.
This fits well with 6-input LUTS, which can beconfigured as two
5-input LUTs. Due to this feature, we
wereabletofittwofunctionsinasingleLUT.Anexampleisthey?vmo
dulewhichrequiresjustoneLUTtoimplement.Ofthe 4 output bits,
2 are same as the input, while the other twofits into a single LUT.
Another example is the GF(2%) inver-sion circuit. Our
implementation only requires 2 LUTs,
whileCanright’sinversioncircuitinGF((2%)?)requires7LUTS.

V. DISCUSSION: APPLICATIONTOTHRESHOLD
IMPLEMENTATIONS

A threshold implementation of an AES SBox is used toprotect

against side-channel attacks [1]. It achieves
provablesecurityagainstside-channelattacksbysplittingtheinput
TABLEI

ComPARISON OF NUMBER OF LUTs REQUIRED FOR UNPROTECTED AND
THRESHOLD IMPLEMENTATIONS OF THE AESSBOX WITH

Q(z) =2*+z+1ANDP(y)=y2+Ay+B

FLUTS
I.13 T.TO I.T 10,10 35
Unprotected REJ I0 I7 ER) ER
Protected 219 272 RRE) 130 EEK]

into various shares, such that none of the component
functionsoperatingonthesharesrevealtheinputentirely.
Efficientthresholdimplementationshavestructuressimi-lar to



Fig. 2, with each GF(2% multiplication
implementedwithfoursharesandthe GF(2%)
inverseimplementedwithfive shares. The overhead incurred
due to the threshold imple-mentation is almost invariant to the
choice of composite
fieldasitdependsonlyonthechoiceofshares. Adaptingtheimplem
entation from [1], we find that the composite fieldsused in our
smallest  unprotected  SBox (39 LUTs) also
resultsinthesmallestthresholdimplementation,whichrequires2
19 LUTs. Table Il compares threhold implementations
oursmallestSBoxwithafewotherrandomlychosenSBoximplem
entations.

VI. CONCLUSION
The composite field AES SBox implementations that are
appropriate for LUT-based FPGAs are presented in this
letter.Specifically for FPGAs, the composite field SBox designs
proposed in this letter could be helpful in building effective
threshold-based side-channel resistant SBox
implementations.The designs make use of the huge LUTSs that
are common in contemporary FPGAs.In comparison to the most
advanced composite field solution, our results demonstrate a
saving of 9 and 8 LUTSs for the forward and inverse SBox
implementations, respectively. With a growth in LUT size, these
savings should rise. If normalbasis representations are also
taken into account, further advancements can be made. This can
be carried out later on.
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