International Journal of Gender, Science and Technology

..ISSN: 2040-0748

UGC Care Group | Journal
Vol-10 Issue-02 Aug 2021

Utilization of Reinforcement Learning for Automatic
Generation of Reconfiguration Blueprints in
Integrated Modular Avionics (IMA) Systems.

« Dr. Subrat Kumar Mohanty,

Department of Electronics and Telecommunication, College of Engineering Bhubaneswar

Abstract— Enhancing the fault-tolerant capability of the
integrated modular aircraft (IMA) system requires
reconfiguration as a crucial method. The quality of the
blueprints greatly affects operational performance after
system  reconfiguration. Consequently, reinforcement
learning (RL) is added to the IMA system through the
intelligent reconfiguration technique described in this letter.
The proposed method combines the key elements of the RL
model with the well-established IMA reconfiguration model
to produce high-quality and cost-effective designs. The results
of the experiment indicate that the proposed method can
quickly generate feasible blueprints and also optimize load
balancing and reconfiguration costs to enhance system
performance.

I. INTRODUCTION

I NTEGRATED modular avionics (IMA) is one of the most

potentialavionicssystemspresently. Withtheincreasing
numberoflMAapplications,thesystemstructurebecomes
highlycomplex. Thefailureofonecomponentwillinflu-
enceothermodulesofthesystem.Nowadays,academicand
industryadoptthedynamicallyreconfigurabletechnologyto
guarantee the high reliability of IMA. Reconfiguration refers
towhenoperationscenariochangesorasystemcomponent
fails,thesystemreallocatessoftwareapplicationsontohard-
waremodulesaccordingtothereconfigurationblueprint[1].
Thus,thesystemisrecoveredinashorttime.

The traditional reconfiguration methods usually train faults
in advance and then load the training results onto the air-craft.
However, if new untrained failure modes occur during flight,
traditional methods cannot generate feasible reconfig-
urationblueprintsrapidly. Tosolvetheaboveproblems,wedevise
an intelligent reconfiguration algorithm, which learns
repeatedly and accumulates experience in the course of state
transfer. Note that the proposed algorithm is only appropriate
for noncritical applications. For critical applications, fault tol-
erance will be implemented through redundancy to guarantee
the safety of the aircraft. Besides, software redundancy is fea-
sible for fault tolerance [2]. However, if software redundancy
isusedfornoncriticalapplicationsaswell, itwillincrease the
complexity and resource demand of the system. The main
contributions of our proposed approach are as follows.

1) Anintelligentreconfigurationalgorithmisproposed
bycombiningthekeyfactorsofreinforcement learning
(RL) with the established IMA recon-figuration model to
generate feasible blueprintsinstantly.

2) The proposed method optimizes the costs required
duringreconfigurationandtheloadbalanceof IMA after
reconfiguration to ensure the quality of blueprints.

This letter is organized as follows. Section Il provides related
works for IMA reconfiguration. Section Il intro-duces our
proposed intelligent reconfiguration method for the IMA
system. Section IV discusses the experimental setup and
results. Finally, Section V concludes this letter.

Il. RELATEDWORKS

Recent research proposes several reconfiguration schemes
for IMA architectures. Cui et al. [3] suggested a decentralized
reconfiguration technique, applying a concept called back-
wards reconfiguration. Wang et al. [4] proposed a system

reliabilitymodelingandverificationmethodbasedon finite-
statemachinetheoryandsystemfailurelogicfor

IMA.Pourmohsenietal.[5]presentedadeterminis-tic  mapping
reconfiguration methodology to enable pre-
dictablereconfigurationsamongagivensetofmappings. Da

Fontoura et al. [6] proposed a distributed reconfigurable
architecture, which was applied in an avionic system case study
to deal with fault management. Annighdfer et al. [7] presented
an automated device type selection, sizing, and mapping
method based on binary programming to
improvetheperformanceofsystemarchitectures.Inconclusion,
the current research on reconfiguration mostly focuses on
systemmodelingandverification,andlimitedattentionhasbeenpai
dtothegenerationmethodofblueprints. Hence, this letter mainly
studies to obtain blueprints intelligently.



IIl. INTELLIGENTRECONFIGURATIONFORIMASYSTEM

Weinitiallyestablishedthesystemmodelaccordingto the
composition and characteristics of IMA to effectively describe
the algorithm. Then, we design the corresponding resource
constraints of reconfiguration and evaluation indi-
catorsofblueprintstoquantifythevalidityandqualityof

theblueprint.Finally,wedesignthefivecriticalelements of the RL
model to complete the intelligent reconfiguration algorithm.
The following are each step presented in detail.

A. IMASystemModel

IMA can be simplified to a centralized hardware structure.
An equipment cabinet contains multiple processor modules,
and several partitions are set in a processor. One or more
software applications are deployed in each partition which
provides hardware resources for them. Different processors
connect each other with the communication bus. System
resources in a partition are shared by software applications
deployed on it. Hardware resources are abstractly transformed
into logic modules in IMA based on the idea of resource shar-
ing.Hence,applicationM,partitionP,andprocessorCmodels
areestablishedsuccessivelyincombinationwithhardwareand
software requirements.

B. ResourceConstraintsandEvaluationindicators

First, we design resource constraints to screen out effective
blueprints. In terms of time, each partition of the IMA system
hasafixedstarttimeandexecutiontimewithinamainframeof
theprocessor.Allapplicationsinonepartitionmustbeaccom-
plished in the required time. In terms of memory, the sum of
the memory occupied by applications must not exceed the
available memory size of the partition.

Next, we design the evaluation indicators to pick out high-
ability blueprints from these valid blueprints. We select load
balanceandreconfigurationcoststoevaluatetheprosandcons
ofreconfigurationblueprints.Reconfigurationcostsarefurther
subdivided into reconfiguration influence, recovery time, and
reconfigurationdegradationthreeindicators. Thedefinitionsof

these four indicators are explained as follows, .
1) LoadBalance:Loadbalancecanimprovetheexecution

speedoftheapplication.Standarddeviationisutilizedtomea- sure
the discrete degree of the load in each partition. Thus, LB is
calculated as
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WhereL_representstheaverageresourceloadofalIprocessors.
Lr,denotestheloadvectoronthepartitionPj,asdefinedin
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2) Reconfiguration Influence: Reconfiguration influence
represents the impact of system reconfiguration on applica-
tions. It mainly measures the ratio of successful reconfigura-
tionofapplications.Weclassifytheimportanceofapplications into
five grades 1-5. The larger the number is, the more significant
the application is. Hence, In is calculated as

M = <Nm
. =

GMi GMi (3)

where nurepresents the number of applications which finish
reconfigurationsuccessfully,andNudenotesthesumofappli-
cations that requires reconfiguration in the failed processor.
Gwis the important degree of application M;.

3) RecoveryTime: Therecoveryofapplicationsseizes
major time in system reconfiguration. To facilitate the analy-
sis, the transmission time is ignored in this letter. We assume
when multiple applications are deployed on the same proces-
sor, the reloading is serial and the recovery time is supposedto
be calculated cumulatively; when multiple applications are
deployed on different processors, the reloading is parallel and
the recovery time is considered as the maximum reloading time
among all processors. Hence, Treis expressed as

Tre=1- MaXTC/Tmax (4)

where Tmax represents the maximum reconfiguration time
prespecified. Tc,denotes the recovery time of the processor C,
as defined in

Nre Z

Te= Twi ®)
i=1
where Nrerepresents the number of applications reload in the
processorCy. Twisthereconfigurationtimeoftheapplication  M;,
depending on the application size.

4) Reconfiguration Degradation: Degradation represents
low-priority functions that are sacrificed to restore high-
priority functions when redundant resources of the system are
insufficient. Reconfiguration degradation primarily measures
the functional completeness of the system after reconfigura-
tion. Then, De is constructed as

De=1- Guwi (6)

represenfsthesumofapplicationswhichfailto

reconfigure,andn
inthesystem.Gy;

denotes the total number of applications
istheimportantdegreeofapplicationM;.

C. IntelligentReconfigurationAlgorithm

ThisletteremploystheQ-learningalgorithmbasedonvalue
functiontofindtheoptimal‘“‘action-selection”strategy.Hence,
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wedesigncriticalelementsofRLfromthefollowingaspects.
1) State:Statemeanstheconfigurationinformationof

whereCPl g,
|stfgeCPUresourceut|I|zat|0nofthepart|t|on
hardwareandsoftwarelnthel MAsystem.Wedesignthecon-

WhereCSZ{C]_,CZ, saay Cn},Ps:{P]_,PZ/ sy Pm}iand
Ms={M1,M3, ..., Mi}represent the set of processors, parti-

tions, and appllcatlons respectively. Bind ={M;—P;—Cy}
|sthemapp|ngmformatlonofappl|cat|onsonpart|t|onsand

Processors.
2) Action:Actionmeansreconfiguringanapplicationon an
available partition. Action a is defined as

a=re<M,,P; C> ®)

where re denotes the redeployment of the application Mitothe
partition Pjin the processor Cy. The transition function from old
state to new state after choosing an action is defined in

S—2 St 9)

3) Policy:Policy refers to the foundation for choosing an
action from action space in a configuration state. We choose the
g-greedy policy, which accurately balances explorationand
exploitation, as the intelligent reconfiguration policy of IMA.
This policy selects an unknown action randomly with
theprobabilityofasmallpositivenumbere andselectsthe
action that has the highest value in the current state with the
probabilityofl —¢.

4) RewardFunction:Rewardfunctionisutilizedforthe
real-time evaluation of the new configuration blueprint afteran
action is taken. If the current configuration state s changes toa
new state srafter taking the application reconfiguration
actiona,thenwemustofferaascalarrewardsignalwhich
comesfromtheevaluationforsr. Thisletterdividesthereward
intothreesituationsaccordingtothestatesf:1IfsfdoeSQ10t satisfy
the resource constraints, we give a negative reward to the error
configuration;21f sfsaj[i&?es the  resource  con-
straints,whereassomeapplicationsarestilldeployedonthe
failed processor, the current configuration must perform the
reconfiguration of applications to generate an effective state.

Hence,wegivenorewardtothefaultconfiguration;31f s'safisties
the resource constraints and no applications are
deployedonthefailedprocessor,wegiveapositivereward
assessed by evaluation indicators to the valid configuration.
Therefore, tT reward function is defined as

—1,  errorconfiguration
0, faultconfiguration

r(s,a)=
L ni1 XDe+mnz xIn+ns XTre +ns XLB

(10)
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figurationblueprintsintheprocessofsystemreconfigura
jon . A
B?whereasMuse|sthememoryresourceut|I|zat|onofthe
partition P;. 11 and i represent the weight of Cland

MPJ, respectively. In this letter, p1= .= 0.5.
asthestateelement.Statesisdefinedas

S= <C3,P5, Ms, Blnd>
U]

TABLEI
ATTRIBUTEDATAOFSOFTWAREAPPLICATIONS

Application Deadline Worst Case Memory  Important

Id (ms) .F‘WCLM (kb) ’ Degree

I'ime(ms) =
M, 40 4 90 4
M: 40 4 50 4
M: 40 4 30 3
M. 40 2 40 3
Ms 40 2 70 3
M, 40 4 90 2
M- 20 4 80 2
My 40 + 60 3
M, 20 4 50 3
M, 40 4 95 3

TABLEII

ATTRIBUTEDATAANDINITIALCONFIGURATIONINFORMATIONOFIMA

Hardware MF

Partition Memory Lxecution Process
Resources (ms) ‘ (kb) Time(ms) e
P, 250 10 /
C 40 P 128 10 M,
P 128 20 M,
- - M. M,
, o :
C- 40 P, 512 40 M. M,
P, 2506 20 M+
Cs 20 P, 256 20 My
P, 128 16 My
Cy 40 P, 128 8 /
Py 256 16 My
Si —C—{ Ss )
Ci
S: —C—( S
C2
s ()
C
S Cs S
Cs
‘SJ' ~C1—{ Ss /

Fig.1.Statemigrationforintelligentreconfiguration.

state attained by executing these actions is the optimal recon-
figuration blueprint of IMA. The iterative formula of Q value
is defined as

NGWQ(S, a) = Q(S/ a) +ar(sl a) + ymaer(sf, ar)_Q(S/ a)
(11)
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where r(s,a) represents the reward for choosing reconfigu-
rationactionainsystemconfigurations.De,In, Tre,and LB are
reconfiguration  degradation indicator, reconfiguration
influence indicator, recovery time indicator, and load balanc-
ingindicator,respectively. Theweightsofthesefourindicators
aredenotedasni,n2,ns,andns,respectively.Inthisletter,
n1=n2=0.35,n3=0.20,andn4=0.10.

5) ValueFunction:Valuefunctionchoosesthebestaction
inacertainconfigurationbyevaluatingtheQvalueof each action
taken. The Q wvalue readjusts continuously, and
eventually,thisvaluebecomesconvergentforaseriesofrecon-
figurationactionsinaconfigurationstate. Theconfiguration

TABLEI

PARTIALREWARDCHANGINGOF THREEALGORITHMSINSg

“.Cl‘ﬂmm GA Reward DEA Reward ()flcuf'n_mg
limes Reward
1 0.557051 0.336774 0.403899
10 0.557052 0.615153 0.430552
30 0.683252 0.632140 0.902688
100 0.557051 0.673471 0.717878
200 735766 0.683252 0.874006
300 0.683252 0.700755 0.743988
500 0.557051 0.742543 0.704068
600 0.777967 0.762086 0.714585
700 0.684917 0.784413 0.836358
1325 0.767004 0.809153 0.918669
2000 0.702601 0.869057 0.852338
2000 0.751248 0.90821 0.852337
3223 0.782748 0.918669 0.918669
11674 0.918669 0.918669 0.852337
14000 0.875483 0.918669 0.918669

where NewQ(s,a) represents the Q value acquired by tak-
ingaction a in system configuration s. Q(s,a)is the
currentQvalue.r(s,a) istherewardfunction.a andyrepresent the
learning rate and reward decay, respectively. In this letter,
a=0.0landy=0.9.maxQr(s",ar)is the maximum reward
obtained through taking action aramong all possible actionsin
the new reconfiguration state s'.

IV. EXPERIMENTALSETUPANDRESULTS

The experiment aims to analyze the capacity of the intelligent
reconfiguration  algorithm to  generate  high-quality
blueprints.First,wegatherthebasicconfigurationinformation
ofthel MAsystemastheinputdataoftheexperiment,as

-G " -

DEA 1 DEA
- Glearn - geam
010 121

002
2
000 L T ol — —
E s s, s E

s s,
Reconfiguration State

Recanfiguration State

Fig.2.Comparisonoffeasiblesolutiontime.

represented in Tables | and Il. From the initial configuration state, the experiment injects different processor faults to pro-
ducediversereconfigurationstates.Fig.1depictsthetransitionoftheadoptedreconfigurationstates.Eachnoderepresentsthe
reconfiguration state after the system failure.

We compare the time of obtaining feasible reconfiguration blueprints through the genetic algorithm (GA), the differen- tial
evolution algorithm (DEA), and the proposed algorithm, respectively. These two comparison algorithms are frequently used to
solve multiobjective optimization problems in recent years [8], [9].Fig.2showsthefeasiblesolutiontimeof three algorithms in eight
reconfiguration states. It  takes less  time for  the proposed algorithm  to  find feasible
blueprintsthantheothertwoalgorithms. Takereconfigurationstate S,
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for example, Table 111 shows the partial reward changing
of threealgorithms. ThebolddatainTablelllindicatethat
theproposedalgorithmcanobtainabetterfeasiblesolution in
fewer iteration times. In addition, the proposed algorithm
can get the optimal reconfiguration blueprint in the mini-
mum iteration times compared with the other two
algorithms. Experimental results indicate that the
intelligent reconfigura- tion algorithm can generate high-
quality blueprints effectively based on the accumulated
experience, thus guaranteeing the stability and security of

the IMA system operation.

V. CONCLUSION

This letter includes the dynamic reconfiguration of the IMA
system using the R Language program. In the design of
intelligent configuration, we concentrate on the processes of
system modeling, resource restrictions, evaluation indicators,
and blueprint production.When obtaining the reconfiguration
blueprints, the intelligent reconfiguration algorithm takes load
balance and reconfiguration costs into account. This letter's
research project not only offers a secure, workable solution to
the IMA system’s failure during reconfiguration, but it also
successfully improves the system's fault tolerance and

stability.
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